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ABSTRACT

Recently, there has been a growing market for shared mobility businesses that share ‘transport’ such as cars and bikes,
and many operators offer a variety of services. However, if the fare can not be charged normally because of security
vulnerability, the operator can not continue the business. So there should be no security loopholes. However, there is a lack
of awareness and research on shared mobility security. In this paper, we analyzed security vulnerabilities exposed in
application log of shared bike service in Korea. We could easily obtain the password of the bike lock and the encryption
key of the AES-128 algorithm through the log, and confirmed the data generation process for unlocking using software
reverse engineering. It is shown that the service can be used without charge with a success rate of 100%. This implies that
the importance of security in shared mobility business and new security measures are needed.
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6) Return bike & lock

Fig. 1. Dockless bike rental procedure
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Fig. 2. Send and receive data via Bluetooth
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Fig. 3. User verification log
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Fig. 4. Bike location Information log
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Fig. 5. Unlocking bike log
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Table 1. Conversion table of ‘encrypt_key’
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ASCII bffd9¢609b851268

62 66 66 64 39 63 36 30 39 62
38 35 31 32 36 38

98 102 102 100 57 99 54 48 57
98 56 53 49 50 54 56

Hexdecimal

Decimal
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Fig. 7. Example of received data from bike
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LogUtil.info("BLE_INFO", "decryptString=" + mainactivity.az);[[
if (mainActivity.az.startsWith("e602")) {
if (a != null 8& a.length = 16 & a[e] == (byte) 6 && a[1] = (byte) 2) {
z[0] = al3];
z[1] = a[4];
z[2] = al5];
z[3] = al6l;

Fig. 9. Code to create Bluetooth token
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Fig. 10. Unlock log

MainActivity.Q = new byte[]
{(byte) 5, (byte) 1, (byte) 6,

MainActivity.A[@], MainActivity.A[1], MainActivity.A[2], MainActivity.A[3],
MainActivity.A[4], MainActivity.A[5],

MainActivity.z[@], MainActivity.z[1], MainActivity.z[2], MainActivity.z[3],
(byte) 0, (byte) 0, (byte) 0};

Logutil.infol
("BLE_INFO", "BLE_UNLOCK handlerBleSend==2 unlock" + Arrays.toString(MainActivity.Q));

Fig. 11. Code to create unlock data

Table 5. The structure of unlock data

byte value description
1~3 5 1,6 fixed value
4~9 49, 57, 100, 102, password
101, 50 (mima)
10~13 | -93, 8, -82, -123 Bluetooth token
14~16 | 0,0, 0 fixed value
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ARA Azdel A A

‘050106’ + Password(mima) + ‘Bluetooth token’ + ‘000000’

* Password(mima) : 31 39 64 66 65 32 (Hex)
* Bluetooth token : A3 08 AE 85 (Hex)

‘050106~ + 313964 666532° + ‘A308 AE85 + ‘000000’

= 050106313964666532A308AE85000000 (Hex)

Fig. 12. Example of constructing unlock data
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Table 6. Result of encrypting unlock data

050106313964666532A308AE8500
Input Text
0000
62666664396336303962383531323
Key
638
Encrypted | 47204F0B93D748FC57424B18AD
Text 9F62D2

V. unlock data &l HiH
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D: dOb11e78-bbbl-4591-a5f8-487910aeli3bb

Unknown Service
): GfaliB0e0-L49bT-L542-9390-d3u3dc5d0Lae

Fig. 13. Connecting to bike and Checking custom
service
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Fig. 14. Checking write permission
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Fig. 15. Writing unlock data
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